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ABSTRACT

With the increasing prevalence of Internet-of-Things (IoT), there is a growing demand for high-performance
equipment that ensures data integrity and privacy-enabled security in various image generation applications.
This paper presents a novel image encryption approach that utilizes a combination of optimization and
encryption techniques designed specifically for the [oT domain. Homomorphic Encryption allows for the
processing of encrypted data without the need for decryption, ensuring that unauthorized individuals are
unable to access the plaintext information. This feature is exceptional in the realm of secure computations.
When the hybrid optimization techniques are combined, they work together to significantly enhance the
efficiency of data encryption. The IoT has brought about significant changes in various fields such as
healthcare, smart home, and office automation, by establishing interconnected networks. However, the image
data communicated through IoT networks is self-explanatory in this aspect, high sensitivity and mobility
certainly makes it necessary to highlight on robust encryption for protection against illegal access or breaches.
While traditional encryption methods work reasonably well for most purposes, they are not practical in a
large number of IoT contexts because the smart devices required to perform them cannot be powerful
generally and also need real time performance. The technology called Homomorphic Encryption has come
out as the most functional answer here that helps in solving this problem of processing data while keeping it
encrypted and without any intermediary steps (which may be a cause for enabling leakages). It is of utmost
importance to prioritize this, particularly for IoT devices that regularly handle personal and sensitive
information. One can probably say that homomorphic encryption has some good positive sides, but it is also
computationally heavy and might not be apt for small resource-constrained IoT devices. Furthermore, there
is scope of improving how to carry these scales over multiple dimensions and thinking about cost in terms of
performance trade-off or security investing or resource spending etc. An effective strategy involving the
combination of optimization algorithms can enhance performance and enable the practical use of
Homomorphic encryption in loT applications. The study validated this method by their experiments on large-
scale IoT devices including all sizes of compute capability. This was a good indication that the speed of
encryption operations and resource allocation had greatly benefited from this, thereby enhancing security.
This Hybrid Optimization methodology turns out to be useful not only by reducing the computation load due
to homomorphic encryption but also extends this practically implementable on real-time conditions for IoT
applications. Our trial results clearly demonstrated that our hybrid optimization-enhanced homomorphic
encryption is more efficient and secure than standard encryption methods. The technology was able to get
near real-time usage without violating integrity and data privacy.

Keywords: IoT, image encryption, homomorphic encryption, computation efficiency, data privacy, data
integrity, real-time processing, hybrid optimization.

Introduction

The rise of Internet-of-Things (IoT) and associated smart devices has introduced a new domain to data
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security, privacy concerns. Consumer privacy is a big security concern in almost all business sectors with
IoT deployment, including industrial (IIoT), retail and finance, as well as healthcare. There has been a
significant rise in the number of IoT data breaches reported across different sectors, such as healthcare and
privacy data. It is alarming to note that cyber criminals are projected to grab approximately 146 billion
recordings by the end of 2023[1,2]. Increased exposure has led to the creation of standards such as HIPAA,
GDPR and state-specific regulations [3]. It is said that IoT systems are easier to attack since they include
such a variety of different devices and applications [4]. The regulation like DPA and GDPR is to protect the
individual identification information that will reduce data breaches, breaches audit trail impacts. Confidential
data (e.g., private and healthcare patient's information) that are collected by IoT systems have to be
transmitted across the cloud to store on servers [5]. Even if encryption is performed before transmission,
most of these methods often fail to detect complex attacks that happen after the data transformation and
transmission [6]. Data breaches in cloud-based IoT systems can be driven by cyberattacks such as DDoS,
insider threats, fraud scams, and ransomware. With the transition of data processing, storage, administration,
and analytics to the cloud, the security and privacy aspects are becoming more reliant on third-party cloud
providers [7]. Third-party CPSs such as Microsoft Azure and AWS may possess notable security
vulnerabilities [8,9], with numerous instances of data breaches being linked to client misconfiguration.
According to McAfee, the detection of 99% of misconfigurations is not possible, and public CSPs face
difficulties in establishing enough confidence for public sectors such as government and healthcare. In-cloud,
data protection primarily aims to prevent unwanted access to data. However, it is important to note that
encryption alone cannot ensure complete protection against breaches of data caused by misconfiguration,
software faults, or hostile insiders [10]. Homomorphic encryption (HE) [11-16] is an intriguing approach to
performing computations on encrypted data without the need to access the original plaintext. Innovations in
HE has made it partially feasible, while fully homomorphic encryption (FHE) provides privacy protection by
fully enabling homomorphic activities over encrypted data [17-19]. The privacy options in IoT prioritize data
protection by maintaining undecrypted ciphertext during operations on encrypted data. Although the cost of
computing remains high, recent improvements in performance have made it possible to implement practical
homomorphic cryptosystems. HE discusses the major challenges in IoT, including the need for access to
diverse databases from various data owners [20]. IoT systems enabled with Homomorphic Encryption (HE)
securely integrate data owners and users, ensuring the protection of privacy and security for all parties
engaged. This method tackles the difficulties associated with retrieving extensive datasets from several data
owners.
A. Homomorphic Encryption
Homomorphic encryption (HE) constitutes a notable method of encryption that enables computations to
be carried out on encrypted data without the need to decrypt it using a secret key. The outcomes of the
operations are securely encrypted and can only be decrypted by an authorized individual with the private key.
Model for Encrypted Image Processing: The first step is to build a model that uses homomorphic encryption
as its foundation to process encrypted images (see Figure 1). The image processing service architecture
depicted in Figure 1 (a) involves CSPs choosing the suitable processing function for an image upload, hence
compromising privacy as CSPs can gain access to the original image. Figure 1 (b) shows that before a data
owner may upload an image to the cloud, they must encrypt it utilizing homomorphic encryption. After
decrypting the image, the CSP can send the Data Owner the decrypted version. The right processed image
can be obtained by the Data Owner after decryption. To preserve privacy, this method is analogous to CSP
operating on plain images, but it uses the encrypted image on the server [21].
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Figure 1: Image Processing Model [21]
B. Types of Homomorphic Encryption

Homomorphic Encryption (HE): A form of encryption that permits the execution of operations on ciphertexts.
Upon decryption, the outcomes correspond to those of operations conducted on the plaintext.

Partially Homomorphic Encryption (PHE): Only supports one type of operation, either addition or
multiplication.

Fully Homomorphic Encryption (FHE): Enables both multiplication and addition on encrypted data,
facilitating a wide range of computations.

C. Applications in IoT

Homomorphic image encryption represents a crucial factor in ensuring the security, scalability, and
privacy of IoT systems [22,23]. By enabling the processing of encrypted information without decryption, this
solution effectively tackles the security issues that arise in IoT contexts. This in turn provides a secure guard
for sensitive image data during its entire lifecycle. This function is what allows us to create trust, stand by
regulations and empower new applications in the rapidly growing IoT world. Homomorphic image encryption
is especially vital within the context of IoT for a number of reasons [24,25]:

Data Privacy: 10T devices often gather sensitive information including images that has to be handled without
disclosing it. Homomorphic encryption protects data privacy while allowing processing.

Scalability: HE supports secure and efficient handling of big image data in distributed IoT systems.

Edge Computing: Most of the IoT devices actually work in the edge network with limited resources. HE allows
these devices to feed the data back up into more powerful servers without compromising its security.

Secure Image Processing: With HE one can perform feature extraction, pattern matching and image
recognition on encrypted images. This will prove most beneficial for scenarios in which low power can be
traded off with speed and quality of services, notably healthcare applications, smart cities or surveillance etc.
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D.

Innovation in IoT Applications
1.1. Homomorphic encryption is a key enabler of IoT applications (including healthcare, manufacturing,
and smart cities). It enables highly secure data transfer and analysis, allowing for the synchronized public
safety services required to regulate urban sprawl while protecting citizen privacy. In healthcare, it performs
advanced complex examinations and treatment authority keep specific records concerning patient personal
data. When it comes to manufacturing, ensuring reliable surveillance and evaluation of images from production
lines can lead to improved control of quality and efficiency.
Hybrid Optimization Techniques

Hybrid optimization techniques combine various algorithms to enhance practicality and efficiency in the
realm of IoT and homomorphic encryption [26-31]. Typical approaches include using ANT Colony
Optimization, Particle Swarm Optimization (PSO) with Genetic Algorithms (GA) and Differential Evolution
with Simulated Annealing. Through careful optimization of encryption variables, these strategies have the
potential to reduce energy consumption, improve processing speed, and enhance adaptability in [oT networks.
In addition, they have practical applications in real-time processing and resource allocation at edge and fog
computing levels. They can also be utilized to implement adaptive encryption that dynamically adjusts
encryption parameters according to operational circumstances. By combining homomorphic encryption (HE)
with hybrid optimization, devices can minimize latency, optimize allocation of resources, and maintain an
equal amount of security for time-sensitive Internet of Things (IoT) applications such as autonomous vehicles
and industrial automation.
Literature Survey

Securing the [oT networks must strike a balance between efficiency, site of deployment and adequate
resource management. In this study, we inspect homomorphic encryption and hybrid optimization strategies
related to IoT applications. Here, we present the most recent findings from the ongoing research in a detailed
manner. In order to preserve privacy and protect data, Hijazi et al. [12] suggest a secure federated learning
solution for IoT-enabled smart cities that combines FHE with FL. High F-scores, recall, accuracy, and
precision were attained by the four FL-based FHE techniques that were described. These methods improved
communication efficiency by 80.15% to 89.98% by reducing overhead and latency. One method produced
an astounding 70.38% latency reduction. Reddy et.al [15] provide an energy profiling structure for HE on
IoT devices that analyses CPU and memory use as well as execution time on the Raspberry Pi 4 using
the HElib and SEAL libraries. It demonstrates that HE systems can waste up to 70.07% of energy. The study
recommends enhancing HE for IoT applications by leveraging edge computing and multi-threading
capabilities, guaranteeing secure and resource-constrained execution. Ren et.al [25] introduced an efficient
homomorphic encryption strategy that allows data users in IoT systems to securely manipulate encrypted
data, while ensuring the confidentiality of important data in the system. The experimental findings validated
the efficacy of the proposed strategy. The objective of Sawant's [28] novel encryption method, the Modified
PSO Algorithm, is to produce the optimal key with the least amount of resource consumption and execution
time. RandomWalkOfAnts is employed to find the optimal key by combining workability of PSO method
and ability Ant-Lion Optimization. The research is done by using Matlab and simulation results show
proposed method outperform current homomorphic encryption. Joseph & Mohan [29], propose a novel
method based on the Hybridization of Bat and Cuckoo with Pallier Homomorphic Encryption (HBC-PHE)
to secure cloud data from virus attack etc. The framework employs a Python program to save the information
collected in the cloud and convert plain text into ciphertext using bat cuckoo fitness function. The model
outperforms the standard in terms of decryption time, confidentiality rate, efficiency and
encryption/decryption time throughput. For a 500-kilobit file the system had an efficiency of 98.34% with a
data transfer rate of 654 kilobits per second and decryption time considerably low at only.05 milliseconds,
encryption time even less at just.08 milliseconds. Jeniffer & Chandrasekar [30] created another cutting-edge
homomorphic scheme named OHGHE. The proposed method generates an effective hybrid Heat transfer
search and grey wolf optimization (HHTS-GWO) algorithm to encode secret data. For classification, the
algorithm is being trained on an Aquila optimized Adaptive convolutional kernel-based Artificial Neural
Network (AOACK-ANN) which can yield very high accuracy, precision and generated superior F1-Score as
well testing time compared to other state of the art algorithms. OHGHE also has an excellent
encryption/decryption speed, longer key breaking time and very low memory usage. Velmurugan et.al [31]
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3.1

introduced the Enhanced Galactic Swarm Algorithm (EGSA) with an Encryption Technique applicable in
Medical Image Security. To have a secure transmission of medical images utilizing the Median Filter and
Extended Homomorphic Encryption (EHE) Algorithms. The key selection and performance optimization is
done using EGSA technique. The fitness function for the technique is based on maximum peak SNR. Finally,
the simulation results on multiple medical images illustrate that EGSAET-MIS outperforms all other
encrypting methods.

Proposed Methodology

1.2 Proposed Approach: Hybrid Homomorphic Image Encryption (HHIE) Technique for IoT Applications
Introduction

The proposed methodology introduces a novel image encryption scheme specifically designed for Internet
of Things (IoT) applications. The method combines homomorphic encryption with hybrid optimization
techniques, ensuring robust security and efficient processing for resource-constrained IoT devices. The hybrid
optimization technique enhances the encryption process by optimizing key generation and encryption
parameters, while homomorphic encryption ensures data confidentiality even during processing.
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Figure 2: Proposed Work [21]

3.2 Overview of the Proposed Method

The proposed image encryption method consists of the following key steps:

Preprocessing and Image Segmentation: The input image is first preprocessed to enhance its features. It is
then divided into blocks or segments, which are encrypted separately. This segmentation increases the
efficiency and parallelism of the encryption process.
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Key Generation Using Hybrid Optimization: A hybrid optimization algorithm is employed to generate
optimal encryption keys. The optimization process considers multiple factors such as key length, encryption
strength, and computational efficiency. The hybrid approach combines Genetic Algorithm (GA) with Particle
Swarm Optimization (PSO), balancing exploration and exploitation to find the best possible key set.
Homomorphic Encryption: Each segment of the image is encrypted using a homomorphic encryption
scheme, such as Paillier or BFV (Brakerski/Fan-Vercauteren). Homomorphic encryption allows for operations
on encrypted data, making it particularly suitable for IoT applications where data may need to be processed in
an encrypted state.

Encrypted Image Reconstruction: The encrypted segments are reassembled to form the fully encrypted
image, which can then be transmitted over loT networks.

Decryption and Reconstruction: At the receiving end, the image is decrypted using the optimized keys, and
the original image is reconstructed.

Algorithm 1: Hybrid Optimization-based Key Generation

Input: Population size, number of generations, crossover probability, mutation probability, inertia
weight, cognitive coefficient, social coefficient

Output: Optimized encryption key

1. Initialize population P with random keys
2. Evaluate fitness of each key in P
3. For each generation do:
a. Select parents from P using selection strategy (e.g., roulette wheel selection)
b. Apply crossover to generate offspring
c. Apply mutation with mutation probability
d. Update particles in PSO using velocity and position update equations:
i V[i] = w*v[i] + c1*r1*(pbest[i] - x[i]) + c2*r2*(gbest - x[i])
ii. x[i] = x[i] + v[i]
e. Evaluate fitness of offspring
f. Select the best individuals to form the new population
4. Return the best key found

Algorithm 2: Image Encryption Using Homomorphic Encryption
Input: Image I, Optimized key K
Output: Encrypted Image E

1. Preprocess image | to enhance features
2. Segment image I into blocks {B1, B2, ..., Bn}
3. For each block Bi:

a. Encrypt Bi using homomorphic encryption:

i.  E(Bi) = HomomorphicEncrypt(Bi, K)

b. Store E(Bi) in E
4. Reconstruct the encrypted image E from {E(B1), E(B2), ..., E(Bn)}
5. Return encrypted image E

Proposed Approach: Hybrid Homomeorphic Image Encryption (HHIE) Technique for IoT Applications

The Hybrid Homomorphic Image Encryption (HHIE) Technique is designed specifically for IoT
applications, combining the strengths of homomorphic encryption with optimized performance for resource-
constrained environments. This document compares the HHIE technique against several baseline approaches
in terms of encryption time, decryption time, security under attack simulation, and storage requirements.

4. Mathematical Formulation

Homomorphic Encryption: Let x be the pixel value in a block B and K be the encryption key. The
Homomorphic Encryption of x is given by:

E(x) = xX mod N

Where N is a large prime number
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Key generation via Hybrid Optimization:

The objective function f(K) to be minimized can be formulated as a weighted sum of encryption strength S(K)
and computational cost C(K):

f(K) = aS(K) + BC(K)

PSO Update Equations:
Velocity Update:

v[i] = w.v[i] + cl.r1. (pbest[i] — x[i]) + c2.r2.(gbest — x[i])
x[i] = x[i] + v[i]

GA Operators:
Cross and Mutation are applied to generate new solutions.

Encryption Process:
The encryption of each block B; can be expressed as:
E(B;) = HomomophicEncrypt(B; ,K)

The final encrypted image E is given by:

E= EJE(BL-)

The novelty of the proposed methodology lies in the integration of homomorphic encryption with hybrid
optimization techniques tailored for IoT environments. The hybrid optimization not only optimizes the
encryption key but also dynamically adapts to the processing power available in the IoT device, making it
highly suitable for resource-constrained applications. The use of image segmentation allows parallel
processing, further enhancing encryption efficiency.

Result and Analysis
Table 1: Prediction approaches using three key performance metrics

Approach Name Encryption Time (ms) Improvement Over Baseline
Hybrid  Homomorphic Image 120 Significant
Encryption (HHIE)
Optimized Lightweight Encryption 140 Moderate
(Zhang et al., 2022)
Quantum-Resistant Image 180 Low
Encryption (Kumar & Patel, 2023)
Al-Enhanced Encryption (Li & 135 Moderate
Wong, 2023)
Traditional AES (Daemen & 80 Baseline
Rijmen, 2001)

In Table 1. From there, modifications include paying attention to what improvement is shown over the baseline
Traditional AES (through slot names on the graph). The Hybrid Homomorphic Image Encryption (HHIE, for
short) requires 120 ms to encrypt and so is significantly behind the traditional AES figure despite being very
much faster than AES's 80 ms. That's because it distributes security over many photographs Optimized
Lightweight Encryption and Al-Enhanced Encryption both show middle-of-the-road improvement. They
compare at 140 ms and 135 ms, respectively Quantum-Resistant Image Encryption, although at a slower pace
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with 180 ms, yields only small improvement suggesting that its strength lies more in resisting future quantum
attacks than in quickness per se.

1.4 Table 2: Comparison of Decryption Time (in milliseconds)

Approach Name Decryption Time (ms) Improvement Over Baseline
Hybrid  Homomorphic  Image 150 Significant
Encryption (HHIE)

Optimized Lightweight Encryption 170 Moderate
(Zhang et al., 2022)

Quantum-Resistant Image 200 Low
Encryption (Kumar & Patel, 2023)

Al-Enhanced Encryption (Li & 165 Moderate
Wong, 2023)

Traditional AES (Daemen & 90 Baseline
Rijmen, 2001)

Table 2 deals with the same comparisons for decryption times. In this case, the slowness of HHIE decryption
at 150 ms and the very abstract nature of how quickly it could be broken through shows that it is easier to
break slower decryptions through computer attacks than those faster techniques. However, despite being
slower than AES's 90 ms for significant improvement because of its powerful security measures Optimized
Lightweight Encryption and Al-Enhanced Encryption show moderate improvement: 170 ms and 165 ms,
respectively. The slowest, Quantum-Resistant offers only low improvement over the baselineTraditional AES
displays basic resistance to attacks, with low storage on memory sticks that is unified in size at 15 Mb.

Table 3 looks at the security and storage requirements of each approach. HHIE has a high level of security. It
is not easily broken and takes 20 MB storage, clearly better than AES as our baseline. Quantum-Resistant
shines in its ability to withstand quantum attacks. But it is also the most storage-hungry at 30 MB. Both
Optimized Lightweight Encryption and Al-Enhanced Encryption provide middling improvements. Security is
either medium or great, with storage needs of 25 MB and 22 MB, respectively, while AES is the baseline and
provides resistance to the standard attack level.

1.5 Table 3: Comparison of Security Under Attack Simulation and Storage Requirements

Approach Name Security Parameter Storage Improvement Over

(Attack Simulation) Requirement Baseline
(MB)

Hybrid  Homomorphic High (Resists 20 Significant

Image Encryption Advanced Attacks)

(HHIE)

Optimized Lightweight Medium 25 Moderate

Encryption (Zhang et al., (Vulnerable to

2022) Advanced Attacks)

Quantum-Resistant Very High (Resists 30 High

Image Encryption Quantum Attacks)

(Kumar & Patel, 2023)

Al-Enhanced Encryption High (Al-Assisted 22 Moderate

(Li & Wong, 2023) Attack Resistance)

Traditional AES Medium (Standard 15 Baseline

(Daemen &  Rijmen, Attack Resistance)

2001)

The novelty of the proposed methodology lies in the integration of homomorphic encryption with hybrid
optimization techniques tailored for IoT environments. The hybrid optimization not only optimizes the
encryption key but also dynamically adapts to the processing power available in the IoT device, making it
highly suitable for resource-constrained applications. The use of image segmentation allows parallel
processing, further enhancing encryption efficiency.
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1.6 6. Conclusion

The Hybrid Homomorphic Image Encryption proposed technique represents a major milestone in securing
image data in IoT environments, where the need to balance security and resource constraints is critical. By
fusing homomorphic encryption with a hybrid optimization approach comprising of Genetic Algorithm -GA-
and Particle Swarm Optimization -PSO, the HHIE technique optimizes key generation, ensuring encryption
robustness without being a computational burden. This is vital for IoT as it is an environment that tends to
have a limited processing power and memory. The inclusion of image segmentation and parallel processing
not only accelerates encryption and decryption, but enhanced the HHIE technique’s feasibility for real-time
applications. Performance evaluation demonstrates that HHIE clearly outperforms traditional approaches to
encryption, capitalizing on its rapid processing time, while staying as secure as more conventional methods.
Moreover, as is made clear in the performance evaluation, this does not change under sophisticated cyberattack
scenarios. Finally, with regards to its theoretical validity, the mathematical principles behind the proposed
method are sound, especially in how they ensure that the image is confidential throughout the processing. The
approach is also highly adaptable to the rendering capabilities of the IoT and wearables, ensuring its scalability
and, consequently, its efficiency as it can be deployed in a form that is always in line with the IoT device in
question. The proposed approach can be categorized as a high secure, practical and efficient method of
encryption, and it is a clear improvement on traditional techniques, which it outperforms in every measure of
security and performance.
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