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ABSTRACT

The growth of global networks in Supply Chain Management (SCM) has seen supply chains becoming more
complex, and there is a need for improvement in this area concerning transparency, efficiency, and security issues.
The technology of blockchain integrated with smart contracts provides an innovative approach to handling these
challenges. This paper introduces the concept of smart contracts enabled by blockchain in the SCM, coupled with
IoT and a graphical MIS dashboard for operation. The decentralization of the system is based on Ethereum, which
allows the incorporation of certain components that need automation: triggers for the payment process, compliance
with the specified quality, and logistics tracking, thus creating a transparent environment for all interested parties.
Industries that handle commodities and need real-time tracking and tracing use IoT items like GPS trackers,
environmental sensors, and so on, and the MIS console supplies intuitive analytics and audit-compliant reporting
capabilities. The proposed framework serves SCM's main pain points of fraud minimization, operational timeliness,
and regulatory compliance. However, issues like energy consumption, compatibility, and scalability problems still
exist, which require future evolutions like migrating from PoW to PoS, introducing sophisticated IoT-Al synergy,
and using Layer-2-related solutions. Therefore, this research shows that blockchain smart contracts can become an
innovation of SCM and transform the supply chain environment to be open and independent.
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1. INTRODUCTION

A blockchain-based smart contract, often known as a smart contract, is computer software that facilitates direct negotiation
of contractual terms between users under particular conditions [1]. Smart contracts provide a distributed, decentralized, and
transparent way of documenting, assessing, and performing contracts through the use of Blockchain technology. Information
elements visible in smart contracts and free from third parties' interference can help to reduce the amount of registration,
preparation of paper contracts, tracking the origin identifying products, storing the data, and managing IoT devices on the
blockchain [2]. The global supply chains are large structures with many different stakeholders, intermediaries, and
supervising governmental and non-governmental institutions [3]. That is why the problems of modern logistics and supply
chains can be solved with the help of blockchain [4]. Since all product and supply chain information can be collected, stored,
and managed on the blockchain, it offers a substantial potential for documenting and tracking relevant information. By
defining new business models and cutting the time an intricate supply chain might take to complete, blockchain technology
helps remove
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certain inefficiencies [5]. While more organizations are turning to blockchain smart contracts to revolutionize business
processes and supply chain networks, there are specific barriers to fully unlocking the potential of smart contracts and
encoding them in blockchains. The first significant problem is the issue of interoperability between the different blockchains.
Most of the systems are standalone systems incapable of sharing data between various networks and ecosystems. This
constraint may lead to inefficiencies in managing complex supply chain relations within which the different actors must
operate securely and efficiently. Therefore, interoperability challenges [6] have been highlighted as something that must be
addressed according to research.

Moreover, its scalability remains a problem that essentially restricts this approach. In high-volume transacting, many
blockchain networks fail to meet efficiency demands as they slow down and become more expensive. These limits are
particularly constraining with respect to time-sensitive operations in logistics and supply chain analysis, where the capacity
to process large volumes of data in real-time is crucial when decision-makers are trying to make knowledgeable decisions.
As research points out, scalability challenges remain among blockchain technology's most significant challenges in complex
environments [7].

Another important issue is the security and trust of traditional blockchain-based solutions. Although blockchain provides
transparency and security through cryptographic techniques, traditional ledgers are susceptible to various dangers, including
data tampering and illegal updates. Counterfeit operations, such as the Salmonella outbreak linked to papayas and the E. Coli
epidemic linked to Chipotle Mexican Grill [8], demonstrate the potential for disruption caused by insufficient traceability and
trust in supply chain data. These concerns underscore the need for a more robust structure capable of increasing data security
and stakeholder trust. Research highlights the need for greater traceability and trust mechanisms in supply chains. Our
strategy addresses these constraints by integrating Ethereum-based smart contracts [9] into the management information
system (MIS). Ethereum creates a permissions-based contract to develop trust between participants [10], resulting in a safe
and scalable solution to complex supply chain issues. Our system also eradicates inefficiencies inherent to conventional
databases, and products' identities and histories that should enable stakeholders to track their origin and history easily are
provided with high certainty. Moreover, our technology also lets smart contracts be self-executed, ensuring that every
requirement in the contract is accounted for and met by the blockchain. This reduces the risk of such fraudulent practices,
strengthens confidence, and enhances cooperation, which are valuable assets in realizing a good and sustainable supply chain
process. The proposed model derives much from the basic principles of blockchain technology as it addresses some
fundamental organizational, policy, and technological concerns of chain-supply systems that need to emerge with a secure
environment for an efficient supply chain.

2. LITERATURE REVIEW

Blockchain has attracted global attention in the last several years as a technology that can revolutionize supply chains,
financial services, and IT security. With the increase in blockchain applications, smart contract security has become one of
the major concerns. This literature review discusses the current research on smart contract security, encompassing the various
threats, identification techniques, and safeguards suggested. In this review, we aim to attest to the severity of the problem and
identify the potential widening gaps in the emerging environment of blockchain-based applications. As IoT is continuously
growing, the need to promote better IoT architectural systems is crucial to continue with the development of higher usage
around the world. The important sections like security, privacy, usability, and simplicity cannot be overlooked if IoT is to be
successful. Many attempts have been made to build efficient IoT systems that incorporate the latest technologies, such as
cloud computing and AI ToT [11]-[13].

Implementing blockchain in finance has boosted much research on how this technology could be applied to other
technological arenas. In the recent past, [oT researchers have shifted towards proposing higher-level, more enhanced layers
that include blockchain elements. Several systematic review researches have reviewed how blockchain can transform
different issues in the IoT context. The primary features of blockchain discussed in [14], [15], including decentralization,
smart contracts, trust, peer-to-peer, and asymmetrical encryption, were regarded as beneficial for IoT systems in security,
data privacy, identity management, access control, data exchange, and trust. Moreover, based on the researchers' investigation
of smart contracts in the study [16] can also rationalize the roles and functions of smart contracts as well as their applicability
in handling ToT access control and authentication, data integrity, protection, and secure management of keys. Research
continues, focusing on creating additional blockchain applications to enhance different functional elements in IoT systems.
Various strategies have been proposed for loT data communication management by adopting multiplex blockchain-savvy
solutions. In [17], the initial design of IoT on the blockchain architecture was presented to protect the IoT devices'
communication in a purely untrusted environment to facilitate direct data transactions and enhance the users' identity
authentication. Depending on what an IoT device possesses, it can join the blockchain network by having different access
modes. The authors in [18] proposed an IoT architecture with a blockchain framework over IoT devices using multiple
intelligent connected gateways as well as connected to the cloud server. Real-time data exchange in IoT takes place through
the cloud server affiliated with the blockchain system. Based on the literature analysis, a new hierarchical multi-blockchain
architecture was suggested in the paper [19], which introduced a global blockchain linked to regional blockchains. Also, [20]
presented a reliable IoT communication system with a public blockchain and coordinating local private blockchains and
global cloud storage. These IoT devices are grouped into clusters connected to a neighborhood blockchain mesh and data
storage.
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The research in [21] developed a prevention and amelioration system for IoT attacks through an affordable set of
cryptographic procedures and a blockchain approach. Realizing all types of inter-cluster communications is not considered
in the present prototype implementation: only the intra-cluster communications can be performed. IoT devices form the
blockchain nodes and send encrypted data to a cloud server with a search reference, which is later mined into the blockchain
[22]. The approach in [23] concerned computable blockchain-based IoT data communications with fully homomorphic
encryption and signature algorithms for privacy-preserving data access. Users submit computation tasks to a cloud server
that controls who can access the blockchain-stored encrypted data.

Furthermore, in [24], the authors provided a blockchain-driven IoT data-sharing approach powered by federated learning
designed to boost the privacy of the communication process by integrating a shared global data model trained with the local
data. The papers discuss some approaches, such as the adoption of hierarchical multi-blockchain structures, encryption
methods, and the adoption of federated learning in handling IoT data. However, one disadvantage is the lack of detailed
analysis of smart contracts running on the Ethereum platform and their layers, and as a result, these methods cannot be directly
applied to the existing Ethernet bright contract environment with full regard to its layers. Moreover, inter- and intra-cluster
communication handling issues are not well discussed, and there is little consideration of vulnerabilities unique to smart
contracts.

3. PROPOSED BLOCKCHAIN-BASED SCRUM FRAMEWORK

A. System Architecture

The proposed system uses the Ethereum blockchain integrated with IoT technologies and a user-friendly MIS dashboard,
streamlining supply chain operations. Figure 1 illustrates the framework. Ethereum, leveraging the Proof of Work (PoW)
consensus mechanism, provides the following architectural elements:
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Fig. 1: Proposed Blockchain-Based Supply Chain Management Framework.

1. Blockchain Network (Ethereum): The system's backbone is Ethereum, which provides storage of supply
chain transactions that are decentralized and immutable. As the computational work of validation of
transactions is required for data integrity, it deters any malicious tampering. That is especially useful in
industries where you need much trust, like pharma and luxury goods. For Ethereum, widespread adoption and
developer ecosystem add to their ability to provide scalability and support for the burgeoning innovative
contract development.

2. Smart Contract Layer: Key supply chain functions are automated by smart contracts written in Solidity on
Ethereum, keeping participants efficient, transparent, and trusted. These Smart Contracts are operated in 3
steps:

(a) Payment Triggers: Based on data from GPS/IoT sensors, funds are released when goods are delivered. Smart
contracts can alter payments if they are delayed beyond a deadline, such as by triggering penalties or withholding
funds until the issue is remedied [25].

(b) Quality Compliance: IoT sensors report on environmental conditions such as temperature and humidity during
storage and transport. If the conditions are outside defined parameters (high temperature above a particular
threshold for perishable goods), then the smart contract imposes penalties, including fines to the logistics
providers or rejection of the shipment.

(¢) Logistics Tracking: The smart contract constantly tracks a good's location and status using GPS or RFID tags.
If goods are off route or late beyond an agreed timescale, the contract trigger can automatically dictate things
such as stakeholder notification and fines for the logistics provider.

3. TIoT Integration: Real-time tracking and monitoring of goods is possible using IoT devices, such as GPS
trackers, RFID tags, and environmental sensors. However, with this integration, stakeholders will have
visibility of the location and condition of goods in transit at every moment of the journey. It also keeps you
accountable by logging the sensor data on the blockchain, making said data an immutable record, and
establishing a verification of compliance with the agreed-upon conditions.
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4. MIS Dashboard: The dashboard provides stakeholders insights into real-time supply chain activity. Key
features include blockchain transaction logs, which allow users to view immutable records of all supply chain
events. The dashboard also delivers performance metrics such as delivery times, cost efficiency, compliance
rates, etc. It also has custom reporting, allowing users to generate audit-friendly reports for regulatory
purposes. Figure 3 shows the dashboard interface.

B. Workflow

1. Onboarding Stakeholders: Each participant in the supply chain—manufacturers, suppliers, and retailers—is
assigned a unique Ethereum address. This address serves as their identity on the blockchain and is used to sign
transactions, ensuring accountability and transparency. A secure onboarding process is implemented, which
integrates each stakeholder’s operations into the blockchain ecosystem, ensuring that all parties are
authenticated and recognized within the system.

2. Smart Contract Deployment: We write smart contracts using Solidity to codify the supply chain agreement.
These contracts include delivery schedules, payment triggers, penalties for noncompliance, and conditions
such as these. The smart contract, once deployed on Ethereum, runs autonomously and performs actions as
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Fig. 2: Blockchain-Based Supply Chain Management Dashboard
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Fig. 3: Blockchain-Driven Supply Chain Workflow
as soon as the pre-calculated conditions are met. For example:

(a) Payment Trigger: A payment is automatically released when the contract confirms the goods have been
delivered, verified through GPS data.
(b) Penalties for Noncompliance: If goods are transported outside of the required temperature range, penalties are
applied automatically based on data from IoT sensors
3. Transaction Recording: Transactions are recorded as events in the blockchain, including every significant
event in the supply chain, including material procurement, shipment initiation, and delivery. Once logging

happens, these records cannot be changed. The transaction logs are available to authorized stakeholders to
provide transparency and strengthen system trust.
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4. Auditing and Compliance: Blockchain provides transparency to the auditing process, making it easy.
Without relying on intermediaries, verifiable, tamper-proof records can be accessed by regulators, auditors,
and stakeholders. Compliance checks are faster and more efficient and result in reduced costs and delays
generally encountered in practices using traditional auditing methods.

Benefits Of Smart Contract-Based Transparent SCM

1. Increased Transparency: In Ethereum, real-time access for all stakeholders, including manufacturers,
suppliers, logistics providers, and retailers, is possible as this is a decentralized nature. The blockchain stores
transactions and data immutably, eliminating discrepancies and miscommunication and lowering
miscommunication when working. This transparency is crucial in industries that require a solid basis of trust,
such as pharmaceuticals and luxury goods industries, where trust is vital to combatting counterfeiting and
fraud.

2. Enhanced Efficiency: Key supply chain operations are automated by smart contracts, and the person-hours
and expenses that come with those are cut way down [26]. Based on preset conditions, they execute things
like payment processing, delivery verification, and compliance checks automatically. Imagine this: when an
IoT device confirms the delivery of goods through GPS data, smart contracts instantly trigger the payment —
no delays caused by manual approvals. Likewise, automatic compliance enforcement, such as maintaining the
temperature thresholds for perishable goods, takes place without human intervention.
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Fig. 4: Blockchain and Smart Contract-Based Supply Chain Management (SCM) Benefits

3. Fraud Prevention: The fact that records are immutable enables users to be sure that the time a transaction or
data entry is recorded cannot be manipulated or changed. In addition, Ethereum's Proof of Work (PoW)
consensus mechanism strengthens this security even more because each transaction needs to be mindlessly
corroborated. This makes the system secure against vices like fraud, counterfeiting, and unauthorized
modification. Thus, in developing the supply chain linked to high-value goods such as watches, luxury goods,
drugs, foods, etc., this feature guarantees authenticity, and it is impossible to falsify.

4. Real-time Monitoring and Traceability: This integration of IoT devices, including GPS trackers, RFID tags,
and environmental sensors, lets stakeholders track goods in real-time. The location, condition, and status of
these devices are recorded in real-time on the blockchain, and these devices provide the same data. For
example, environmental sensors measure temperature and humidity to maintain correct storage conditions.
Being real-time makes visibility better, and it is also installed as an end-to-end traceability system, where we
can resolve delays or damaged goods as soon as possible.

5. Compliance and Reporting: The blockchain-based system is straightforward because there is a transparent
record, a tamper-proof record of everything that happens within the supply chain reflected. This data also
makes it easy to verify adherence to standards and contractual agreements for regulators and stakeholders. The
system's MIS dashboard can also generate audit-friendly reports according to industry-specific regulatory
requirements. For instance, the system can produce reports about storage conditions and transit time in
pharmaceutical supply chains that will significantly simplify serve passes and audits.

4. CONCLUSION AND FUTURE RESEARCH DIRECTIONS

Utilizing the PoW consensus mechanism and Solidity smart contracts on the Ethereum blockchain provides a game-changing
solution to supply chain management issues. The coverage of critical problems, including a lack of transparency, operational
inefficiencies, and fraud, is addressed directly by this framework, which provides a decentralized, immutable ledger that
creates trust and accountability between stakeholders. As with GPS trackers and environmental sensors such as those tracked
through technologies like IoT, the integration of their location, condition, and compliance to the preset path can be monitored
in real time. The MIS dashboard meanwhile brings together the world of complex blockchain tech and the ease of user
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accessibility, providing clear interfaces to view performance metrics and generate audit-friendly reports. However, PoW-
associated energy consumption in Ethereum and some stakeholders' skepticism about newfound blockchain technology may
prevent widespread adoption and limit the framework's effect.

A. Future Research Directions

1. Transitioning from PoW to PoS: Future versions could capitalize on Ethereum's move from the Proof of
Work (PoW) PoS model with Ethereum 2.0. With such a shift, energy consumption would be drastically
lowered while maintaining security and decentralization and making it more sustainable. PoS could also
promise to reduce barriers — for instance, environmental concerns — and enhance the opportunity for broader
adoption.

2. Advanced IoT and AI Integration: Advanced IoT devices integrated with Al analytics could improve
performance in real-time monitoring with more accurate decision-making. For example, supply chain
disruptions like delays or noncompliance might be predicted by Al, and stakeholders can address the issues
proactively. The predictive capability would make this framework an adaptive, intelligent system.

3. Scalability and Layer 2 Solutions: Implementing Layer 2 solutions like rollups or side chains can reduce
transaction costs and scalability. By providing such solutions, the framework is made suitable for industries
with high transaction volumes, and their adoption can take place seamlessly at scale.

4. Standardization and Regulatory Compliance: Interoperability with these legacy systems can be built by
developing industry-wide standards for blockchain and smart contracts that make regulatory compliance
easier. If integrated with the global standards framework, trust would be generated among the stakeholders
and regulators, thus streamlining the integration and audits.
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