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Abstract:  
This work addresses the challenges of security, transparency, and efficiency in modern elections by presenting a novel 
electronic voting system that makes use of blockchain technology, zero-knowledge proofs (ZKP), and sophisticated 
cryptographic methods. RSA for encryption, ZKP for voter authentication, and chaotic systems for random key generation 
are all part of the proposed permissioned blockchain architecture. The paper highlights the system's potential to reduce 
the expenses and security issues related to conventional voting methods while outlining its design, methodology, and 
implementation specifics. The National Institute of Standards and Technology (NIST) randomization requirements were 
utilized to thoroughly verify the hybrid chaotic system and modified SHA-3 algorithm that were employed in the design. 
The ZKP system achieved an astounding 99.8% accuracy for user verification, demonstrating remarkable levels of 
randomization and security. In the digital age, this all-encompassing approach to e-voting presents a viable way to have 
safe, open, and impenetrable elections. The system seeks to improve the voting process's dependability and integrity while 
encouraging increased accessibility and efficiency by integrating state-of-the-art technologies. 
Keywords: Blockchain, Zero knowledge protocol (ZKP), Electronic E-Voting, Secure Hash Algorithm (SHA-3), RAS, 
Fisher Yates Algorithm 
 

 
Introduction 

A blockchain prototype with a permissioned Zero Knowledge protocol is used in this study to demonstrate an 
electronic voting system [1]. By lowering expenses related to staffing, polling station setup, and security threats, the 
method seeks to make elections more dependable, transparent, trustworthy, and cost-effective [2]. Through secure write-
in voting techniques that permit uncontrolled machine updates and provide hacker protection, blockchain technology 
improves the accuracy and transparency of electronic voting [3]. It is dependable, eco-friendly, and lowers security and 
personnel. 

Any democracy must include voting, and although the current system is based on a sound foundation, it is paralyzed 
[4]. Zero-knowledge proof protocols (ZKPs) are cryptographic protocols that enable one party to verify the truth of another 
without providing any extra information [5]. They are critical for building trust and privacy in digital interactions such as 
blockchain technology, cyber security, and data privacy [6]. 

The "Chaotic System with Zero Knowledge Protocol" combines the robust security of chaotic systems with the privacy 
and security of Austrian flag protocols [7]. Traditional voting systems, such as those used in the US, Brazil, India, Estonia, 
and Norway, aim to improve election efficiency, increase accuracy, and expedite the vote-counting process [8],[9].  

This paper contributes to the development of systems based on Blockchain technologies by examining previous 
studies, system methodology, application, results, and conclusions [9]. 
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1. Related Work 

This section examines several blockchain e-voting technologies, their security, and weaknesses. Casado-Vara and 
Corchado suggest a blockchain system to alleviate traditional voting limits, however it has drawbacks such as high 
bandwidth requirements and static internet connections. Kotsiuba et al. offer a decentralized network for e-health services 
based on the Exonum blockchain, although both schemes have security weaknesses such as insider and impersonation 
attacks [9]. 

Kartik Hegadekatti [10] suggested "Democracy 3.0" in 2016, storing votes on a public blockchain for transparency, 
anonymity, and verifiability. Anyshchenko et al. presented a cryptocurrency token-based application in 2019, however it 
delivered poor service. Dhulavvagol et al., as well as Chauhan et al. in 2019, emphasized the need of protecting voter 
privacy in blockchain-based systems. Bazzi et al. advocated for hybrid systems that combine blockchain and traditional 
vote counting and authentication mechanisms. Hussain et al. proposed hybrid solutions to improve voting integrity and 
transparency [11]. 

hashing system, smart contracts, and Markle trees for a digital e-voting system in 2020. Ganesan et al. (2021) proposed 
a voting system using biometrics and RFID, while Gupta and associates (2021) used Paillier encryption for voter 
confidentiality [11],[12]. Blockchain technology has been used to develop various applications that utilize distributed 
economies. One such model is an Android application that includes extra security features including fingerprint 
authentication and a unique identifying key. Other initiatives include a blockchain-based biometric voting system, a 
private permission blockchain network, the "MATDAAN" idea, an ECC-based anonymous signcryption system, and a 
public blockchain-based, lightweight elliptic curve cryptography (ECC) e-voting system for Iraq. However, these systems 
confront several obstacles, including assaults, energy consumption, and multiple voting concerns. Neloy et al. proposed a 
secure and transparent electronic voting system for the United States in 2023, based on Web 3.0, reusable smart contracts, 
state-based blockchain technology, and AI-based multilayer authentication and verification procedures. These 
improvements underscore the importance of dependable, effective, and lightweight electronic voting systems that enable 
users to cast their ballots securely [12].  Cryptographic technologies including hash functions, encryption, digital 
signatures, and authentication protocols for data and devices, as well as E-voting, can help address this issue. Have been 
developed. These processes frequently involve. They used a pseudo-random number generator (PRNG) in the construction 
of important duties, such as key generation [13] .As shown here in Table 1In recent years, there has been extensive research 
and effort on voting systems and how to defend them with Blockchain.However, there are still difficulties to resolve, such 
as scalability and voter privacy. Additional research anddevelopment are necessary to create a robust and dependable 
blockchain-based voting system appropriate for large-scale elections. By proposing a hybrid system that combines 
techniques (RSA, SHA-3, chaotic system, and zero-knowledge protocol) with Blockchain technology and incorporates 
these techniques into the approved voting system, the chaotic system was modified to generate keys, and the hashing 
function in Blockchain was developed in the process. Electronic voting is used to avoid tampering with voters' votes, 
promote randomness and transparency by not keeping the voter's number, and to provide high security in the electronic 
voting process. 
 

Table 1: Developments in Blockchain-Based E-Voting from 2016 to 2023 
 

 
Year Researchers Title/Interest Method 

Used 
Advantages Disadvantages Suggestions/Findings 

2016 Kartik 
Hegadekatti  

Democracy 3.0 Public 
blockchain, 
Proof-of-
Stake 

Transparent, 
anonymous, 
verifiable, low-cost 
transactions, high 
throughput 

Scalability 
issues, potential 
privacy 
concerns 

Proposed a proof-of-
stake consensus 
algorithm suitable for 
large-scale elections 

2019 Anyshchenko 
et al. 

Cryptocurrency 
token-based 
application using 
Tendermint and 
Exonum 

Tendermint, 
Exonum 

Scalability, 
security 

Subpar service 
compared to 
PBFT 

Suggested using 
Tendermint and Exonum 
for scalable and secure 
cryptocurrency 
applications 
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2020 Dhulavvagol 
et al. 

Fingerprint-
oriented hashing 
system for 
decentralized 
voting 

Smart 
contracts, 
blockchain 

Transparency, 
security, speed 

Not specified Proposed a fingerprint-
oriented hashing system 
for enhanced security and 
transparency 

2021 Olaniyi et al. Multi-factor 
authentication in 
electronic voting 

Feistel block 
cipher, smart 
cards 

Security, tamper 
resistance 

Not specified Utilized multi-factor 
authentication and 
modified Feistel block 
cipher for secure voting 

2021 Sadia et al. Biometric 
electronic voting 
system using 
PBFT 

Private 
permission 
blockchain, 
PBFT 

Privacy, control, 
efficiency, 
customization, 
defense against 
DoS attacks 

Biased key 
management 

Employed PBFT 
algorithm within a 
private permission 
blockchain to enhance 
voting system security 

2021 Jain et al. MATDAAN 
concept using 
Ethereum for 
secure voting 

Ethereum 
blockchain 

Decentralization, 
upgradability, 
token 
standardization 

Vulnerability to 
51% attack 

Proposed Ethereum 
blockchain for 
decentralized and 
upgradeable voting 
solutions 

2021 Waheed et al. ECC-based 
anonymous 
signcryption 
system 

ECC-based 
signcryption 

Dual functionality, 
flexibility 

Security 
constraints 

Focused on ECC-based 
signcryption for secure 
and anonymous 
electronic voting 

2022 Jumaa and 
Shakir 

Lightweight ECC 
e-voting system 
for Iraq 

Public 
blockchain, 
ECC 

Auditability, 
transparency, 
lightweight and 
efficient 

Vulnerable to 
51% attack, 
excessive 
energy use 

Implemented QR codes, 
SHA-256 hashing, and 
PoW consensus for 
improved voting system 

2023 Neloy et al. Safe and 
transparent 
electronic voting 
system for the US 

Web 3.0, 
smart 
contracts 

Security, 
transparency, 
auditability, 
accessibility, 
reduced errors 

Voter 
information 
management 
issues 

Utilized Web 3.0, 
reusable smart contracts, 
AI-based authentication, 
and advanced methods 

2019 Chauhan et 
al. 

Issues with voter 
anonymity in 
blockchain-based 
systems 

Blockchain-
based 
systems 

Openness, 
immutability 

Risk of 
compromising 
voter anonymity 

Highlighted the need for 
careful handling of voter 
anonymity in blockchain 
systems 

2019 Bazzi et al. Hybrid systems 
combining 
blockchain and 
traditional 
techniques 

Blockchain 
for vote 
counting, 
traditional 
methods 

Combines 
blockchain 
advantages with 
traditional 
techniques 

Not specified Recommended hybrid 
systems for integrating 
blockchain with 
traditional authentication 
methods 

2019 Hussain et al. Hybrid systems 
combining 
blockchain and 
traditional 
techniques 

Blockchain 
for vote 
counting, 
traditional 
methods 

Enhanced vote 
integrity and 
transparency 

Not specified Suggested using hybrid 
systems to leverage both 
blockchain and 
traditional techniques 

2021 Moubarak et 
al. 

Vulnerability to 
51% attacks in 
blockchain-based 
voting systems 

Blockchain-
based voting 
systems 

Integrity and 
transparency 

Vulnerable to 
51% attack 

Identified risks 
associated with 51% 
attacks which can 
manipulate blockchain 
transactions 
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2. Problem statement 

Traditional e-voting systems confront key vulnerabilities such as data breaches, hacking, manipulation, a lack of 
transparency, and voter authentication challenges. These issues erode public faith and electoral integrity [14]. 
Furthermore, present systems are generally expensive and inefficient. This paper suggests an improved e-voting system 
that includes blockchain technology, zero-knowledge proofs, decentralized random number generation, and sophisticated 
cryptographic methods. The suggested method attempts to provide a safe, transparent, and immutable voting process while 
increasing voter authentication and lowering expenses. Rigorous testing will compare its performance and security to 
existing systems, with the goal of improving e-voting for real-world elections [15]. The decision to use RSA with 2048-
bit keys over ECC was based on its robustness against known attacks and its compatibility with existing cryptographic 
libraries and frameworks. The suggested voting system's security and robustness were strengthened by merging it with 
zero-knowledge protocols in the blockchain, as well as Henon and Lorenz chaotic systems. 

 
3. Methodology 

The proposed hybrid system was distributed in three main basic stages, as it was designed based on the following 
technologies (zkp, RSA, SHA-3, Chaotic system) with Blockchain at levels that demonstrated the efficiency and 
effectiveness of our developed system, as the focus was on improvement, in terms of which the blockchain was created 
by producing its own hash using the proposed SHA-3, as well as the modified SHA-3 by modifying its original key array 
from me using.  

Therefore, the registration procedure was created using the proposed zero-knowledge protocol for the key embedded 
in chaotic systems that follow the SHA-3 construction and tested according to NIST standards. This showed very high 
results and effectiveness compared to other systems used for some of the above techniques, which indicates that the 
proposed system is only highly efficient and secure. NIST standards used to measure the randomness and safety of the 
techniques used were found to be very high. These stages,   results, and discussion will also be clarified in the following 
paragraphs: 

Stage One: This stage includes implementing and preparing the algorithms and techniques used to build the proposed 
system, preparing the parameters and inputs for each of them, and implementing them according to the methodology of 
developing and improving our proposed system, as shown below: 

4.1 Zero-knowledge proof  
Zero-knowledge proofs (ZKPs) are specialized cryptographic methods that enable users to demonstrate knowledge 

acquisition without disclosing any additional information [16]. They provide privacy-preserving authentication and 
certified attribute transfer, enabling anonymous transactions and unlink ability. ZKPs are crucial in modern cryptography 
and blockchain technology, enhancing privacy and security in Voting system. In Along with the RSA principle, the zero-
knowledge protocol was employed in the suggested voting technique to validate private or confidential information and 
to register user information in the system. 

 We walk you through the steps of the ZKP algorithm for the Digital Knowledge Protocol: 
(1) The verifier receives it as 𝑅 = ±𝑟2(mod N). 
(2) The verifier challenges the prover by selecting a binary string (b0, …, bm−1) at random and submitting it along 

with its keys (ki). 
(3) The answer γ2π bi k bi (mod N) is computed by the prover and sent to the verifier. 
(4) Lastly, R^2=π i ω bi (k i) (mod N) is confirmed by the verifier.  
(5) Repeat steps 1–4 for 𝑛 repetitions to confirm the legitimacy of the prover,  
where 1 ≤ γ < n                                           . 

Secure Multi-Party Computation Protocols, Secure Contract Protocols, Secure Payment Protocols, and Secure Identity 
Verification Protocols are among the security protocols described in the ZKP. By comparing their age with their present 
age, for example, these protocols enable users to carry out a variety of actions or confirm the security of their accounts. 
Additionally, they offer a safe means of confirming the user's identity [16], [17]. 

 
4.2Blockchain technology 

Blockchain is a digital ledger system that uses a network of computers to safely record and confirm transactions. Each 
node in the network that maintains it has a copy of the entire ledger. A chain of blocks is created by dividing transactions 
into blocks, each of which is linked to the one before it using a cryptographic hash. Because blockchains are decentralized, 
they are secure and resistant to hacking and tampering. [18]. Immutability is achieved via cryptographic techniques, which 
make it impossible to change or erase data. Consensus techniques, such as Proof of Work or Proof of Stake, enforce 



Mays Moneer Abd Ali ,prof.dr .Bashar M.Nema 
 

Library Progress International| Vol.44 No.5 | Jul-Dec 2024 592 

agreement and prevent fraudulent transactions. Blockchain transactions are normally visible, enabling anybody on the 
network to see them, although participants' identities are frequently anonymized [19]. There are different types of 
blockchains, such as public, private, consortium, and hybrid. Public blockchains provide transparency and trust, while 
private blockchains offer more control and privacy. Consortium blockchains balance transparency and control, making 
them suitable for elections involving multiple trusted parties. Hybrid blockchains combine elements of both public and 
private blockchains, allowing for customizable permissions and varying degrees of transparency [20]. The voting method 
for our proposed blockchain system has evolved with the usage of SHA-3, in which the initial matrix of the key generated 
randomly by the chaotic system was updated by merging Lorenz and Henon. 

3.3 Secure Hash Algorithm (SHA-3) 
One of the The most current targeted algorithms (hash function algorithms) developed as a replacement for SHA-2, 

which includes SHA-256 and SHA-512, This was necessary because several communications surfaced regarding the 
security of the following. The SHA-3 algorithm an input data set (of a varying size) is converted into a fixed-size output 
(often fixed 224, 256, 384, or 512 bits) using the SHA-3 algorithm. This output is referred to as an assembler drive or 
hashed value [20],[21]. The hybrid internal structure of the SHA-3 algorithm consists of multiple phases of mathematical 
modifications, including:  

1. The phase of absorption (absorption phase): Makes use of the Keccak-f[b] rename operation, which permanently 
modifies the data.  

2. Compression stage (stage of compression): Apply compound extract at the appropriate volume. 
 

Algorithm for   SHA3- 256 algorithm 

Input:  - A message of any length. 
Output:  A fixed-length hash of 256 bits (32 bytes). 
Begin: 
Step 1: Initializing system parameters: 
- Define the state array S of size 5 x 5 words. 
- Initialize all bits of S from the input 
password. 
Step 2:  Pad the input message so that its length is a 
multiple of the block size (r). 
Step 3:  Add a '1' bit, then zero bits until the last bit, 
which is also '1'. 
Step 4:  Split the padded message into blocks of r 
bits. 
- For each block: 
            Begin 
- Compute XOR the block into the first r bits 
of the state S. 
- Bitwise operations that mix the columns of 
the state. 
- Bitwise rotations to shift bits around. 
- Permutation of the bits. 
- Non-linear mixing using XOR operations. 
- Adds a round constant. 
          End 
Step 5:   Extract the first r bits of the state S as output 
bits. 
Step 6:   First 256 bits of the final state are used as 
the hash output. 
End 

 
4.3 RSA Algorithm 
Leonard Adelman, Adi Shamir, and Ron Rivest invented RSA, a public key signature algorithm. When employing the 
RSA technique to encrypt and decrypt data using public keys, the public key receives the data and the private key decodes 
it. In this situation, the sender and recipient do not need to exchange any keys in order to obtain [22],[23]. Examples of 
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Chinese trades are:  
1. Keyboard production: The sent data will be encrypted and decrypted using a keypad pair (public and private key).  
2- Encryption and decryption method: Data is encrypted with the receiving public key and decrypted with the private key. 
By utilizing this. 

• Choose two large prime numbers (p and q ( 
• Calculate n = p*q and z = (p-1)(q-1 ( 
• Choose a number e where 1 < e < z 
• Calculate d = e-1mod(p-1)(q-1 ) 
• You can bundle private key pair as (n,d ) 
• You can bundle public key pair as (n,e)with them. 

4.5 Chaotic System 
Chaotic systems techniques employ dynamical systems to encrypt and decode data, taking use of mathematical complexity 
[24]. Blockchain technology employs unique hashes and digital signatures, such as Bitcoin's SHA256. Chaos theory and 
the RSA method are being investigated for increased security. This research study employs chaotic systems in voting 
systems to increase voter trust [24], [25].  
The Lorenz and Henon systems are well-known chaotic systems, each with its own set of characteristics and behaviors in 
the framework of chaos theory: 
1) Lorenz System:  
                 • Three nonlinear differential equations describe the Lorenz system:  
                                           dx/dt=σ(y−x),  
                                           dy/dt=x(ρ−z)−y,  
                                            dz/dt = xy - βz.  
  • The Lorenz system's chaotic behavior with a butterfly-shaped attractor is sensitive to beginning            ,                                  
circumstances  resulting in significant changes in trajectories over time.  
 • With a butterfly-shaped attractor, the chaotic behavior of the Lorenz system is sensitive to initial conditions, leading to 
notable variations in trajectories over time.  
   • In atmospheric and meteorological studies, the Lorenz system is a widely used model.  
      utilized for weather pattern forecasting and to illustrate concepts such as chaos, bifurcations, and attractors. 
2) Henon Map: The Henon map is a dynamical system operating in discrete time that has the following iterative equations: 
 yn+1 = bxn, where a and b are parameters and xn and yn stand for the state variables at time step n. xn+1 = 1−axn2+yn. 
    • The fractal attractor shows that the Henon map behaves chaotically. Bifurcations and beginning conditions have an 
impact on the dynamics of the map when parameters 𝑎 and 𝑏 are changed. 

 

Algorithm for Pseudo-random numbers generation using hybrid Chaotic system 

Input:  - Set Henon map parameters: a, b. 
            - Set Lorenz system parameters: σ, ρ, β. 
            -  Time step dt of the Lorenz system. 

Output:  A sequence of chaotic numbers or points in 5D space. 

Begin: 
Step 1: Initializing system parameters: 

 Henon map: Set initial values x_h(0) and y_h(0). 
  Lorenz system: Set initial values x_l(0), y_l(0), and z_l(0) 
Step 2:  Iterate for N Steps: 
             Begin 
- Compute the next values of the Henon map equations: 
         x_h(n+1) = 1 - a * x_h(n)^2 + y_h(n) 
         y_h(n+1) = b * x_h(n) 
- Computing numerically integrating the Lorenz system equations: 
         dx_l = σ * (y_l - x_l) 
         dy_l = x_l * (ρ - z_l) - y_l 
        dz_l = x_l * y_l - β * z_l 
- Updating the parameters according to time step 
         x_l(n+1) = x_l(n) + dx_l * dt 
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Fisher-

Yates 

algorithm 
Unexpectedly, the Fisher-Yates approach produces random numbers [26]. Numerous random number computations, 
including data random numbers and game shuffle, employ it. Slow (second order) and shuffle (first order) are the two 
divisions of the algorithm [27, 28]. The sequence's numbers are shuffled, or repeated in the first order, commencing at the 
beginning. 
   . The numbers in the series are repeated in the second (slow) order, which starts from the beginning. Many applications,  
including lottery tickets, make use of the Fisher-Yates method [29]. 
 

          

Algorithm: Fisher-Yates Shuffle 
Stage Two: Proposed Model System 

The proposed blockchain voting system is intended for a variety of elections, including presidential, parliamentary, and 
provincial councils. It employs the zero-knowledge protocol (ZKP) to maintain voter confidence and prevent 
manipulation. The system also includes the RSA algorithm and the Chaotic system, with randomness evaluated by the 
NIST system, to provide great security and efficiency.  
Our idea divides the voting mechanism into three stages: registration, login, and voting. Figure 1 depicts the voter who 
conducts these steps. 

 
Figure.1. E-Voting System 
The first stage is the registration procedure, which is based on the ZKP principle and is completed by the voter, followed 
by the process of registering the voter's general information and high-security information, as seen in Figure 2. 

        y_l(n+1) = y_l(n) + dy_l * dt 
        z_l(n+1) = z_l(n) + dz_l * dt   

End 
Step 3:   Iterate for N Steps: 
               Begin 

 Combining the outputs of both systems to form a 5D chaotic state: 
    (x_h(n+1), y_h(n+1), x_l(n+1), y_l(n+1), z_l(n+1)) 
End 

Store the 5D chaotic points (x_h, y_h, x_l, y_l, z_l) as the chaotic    sequence. 
End 

Algorithm for  Fisher-Yate Algorithm 

Input: list (A) , length of list (n) 
Output: Shuffle list (A) 

Begin: 
Step 1: Initializing a list A of length n. 
Step 2: Set the index i to n-1, which is the last element of the list. 
Step 3: Repeat the following steps while i is greater than or equal to 1: 

 Random selection: Pick a random integer j such that 0 ≤ j ≤ i. 

 Swap elements: Swap the element at index i with the element at  
 index j. 

 Move to the next element: Decrease i by 1. 
Step 4: End loop: Once i reaches 0, stop the loop. 
Step 5: Return the shuffled list: The list is now shuffled. 

End 
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Figure.2. Registeration stage 
 
Following that, the administrator continues to enter the voter card information into the voter database, and then generates 
a temporary identification for the voter, which is used just once by the voter to cast his vote in the elections. This identifier 
is sent to the voter via email, after which the voter completes the information. The security information for him is such as 
the user’s name, password, and ID that he obtained from the admin as shown in Figure 3. 
 

 
 
Figure.3. The process of Registering admin and voter information 

 
Figure.4. Registration and voting process 
the main program for comprehensive voting opens, which contains login and sign up. The administrator of the page is 
logged in to the main page to create a registration account, where the user’s name and password are added and the Login 
button is pressed As indicated in Figure 5. 
Stage Three:   Build Proposed Model System 
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Figure.5. The main interface of the electronic voting system 
   

 
Figure.6. Interfaces for dictating information by the admin and the voice 
showing the data of the newly added party. Next, select the "Logout" link to log out as the administrator before adding a 
new user. After that, a page called HR-Registration appears, in which the voter information is added from Before the 
admin, which contains the full name of the voter, gender, and type of registration, which means by the person who was 
registered, and the admin is chosen, as well as the date of birth and the unique number that is created for the voter to cast 
his vote with, as shown in Figure 6. 
After that, we go to the Create your E-Voting System Account and click the Sign-up button to fill in the information for 
the voter by the voter himself by adding the following information (voter ID, voter phone number, email, password, reset 
password) and then we click the Save button and then we log in, As shown in Figure7. 

 
Figure.8. Voting system interface and list of candidates 

After filling out the voter’s confidential information and verifying it, the voting process begins through the voting 
interface, which contains a list of political entities and blocs, as shown in Figure 8. The voter chooses the political 
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entity, and after that, the first vote adds a block to the Blockchain, which leads to the creation of a chain of blocks with 
verification of Validity of the previous and current hash code. 
 
4.  Results and Discussion 

In this study article, we describe the findings of building an electronic voting system based on Blockchain technology, 
which was implemented utilizing various of the algorithms listed above, the outcomes of which we will explore. We will 
also go over the NIST worldwide random standards. Table 2 seems to give recommendations for input bit length (n) and 
block size (M) for a cryptographic or data processing approach. 
Here's a basic explanation: The minimum input length (n) is 128 bits; hence the suggested block size (M) is 8. When the 
minimum input length is extended to 6272 bits, the block size remains at 128.For inputs of 750,000 bits or more, a block 
size of 10,000 is recommended. This means that the method changes its block size based on the input length, most likely 
to increase speed or security for different input sizes. As input length increases, larger block sizes are employed to process 
data more effectively. 
 
Table 2.  Recommended length of input bits and block size 

  
 
 
 
 
This is a collection of NIST (National Institute of Standards and Technology) statistical tests for cryptographic random 
number generators, complete with parameters. I'll summarize the facts you supplied.  Run the test with a 1000-bit input 
size. 
Serial test: 1000-bit input, M=8 (M is most likely the block size).  
Random Excursion Variant Test with 1,000,000-bit input size  
Random Excursion Test with 1,000,000-bit input size  
Overlapping Template Matching Test: 1,000,000-bit input, M=10 (probably the template length).  
Non-overlapping Template Matching Test: 100-bit input, M=10 (M is most likely the template length).  
Frequency (Monobit Test: 1000-bit input size.  Maurer's Universal Statistical Test: input size of 387,840 bits, L=6, Q=640 
(where L is presumably the block size and Q is probably the number of blocks). As shown in Table 3. 
Table 3. Parameters of the NIST tests of keys 

# Test Length of input size in bits and other 
parameters  

1.  Run  1000 bits 
2.  serial  1000 bits, M=8 
3.  random excursion variant test 1000000 bits 
4.  random excursion  1000000 bits 
5.  overlapping template matching 1000000 bits, M=10 
6.  non overlapping template matching  100, M=10 
7.  Frequency Monobit  1000 
8.  Maurer’s universal statistical  387,840 bits, L=6, Q=640 
9.  the longest run of ones in a block  750,000 bits, M=10000 
10.  Linear complexity  1000000, M=1000, N=100 
11.  Frequency test within a Block  1000bits, M=10, N=9 
12.  Discrete Fourier transform  1000 bits 
13.  Cumulative sums 1000 bits 
14.  binary matrix rank 38,912 bits, M=32, Q=32 
15.  approximate entropy 1000 bits, M=5 

 
NIST conducted 15 tests on keys generated by a proposed 6D chaotic system. All 15 tests passed, indicating the system's 
good randomness properties. The tests cover frequency analysis, run distribution, complexity, and statistical properties. 
The results suggest the system generates keys with strong randomness characteristics, which is desirable for cryptographic 
applications. However, passing these tests doesn't guarantee absolute security, but indicates the system produces output 
statistically indistinguishable from random data, As shown in Table 4. 

Minimum n M 

128 8 
6272 128 

750,000 10000 
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Table 4. NIST tests of keys 

# Test Proposed 6D chaotic 
system 

Passing  

1.  Run  0.963933 TRUE 

2.  serial  0.693892 True 
3.  random excursion variant test 0.821127 TRUE 
4.  random excursion  0.799500 TRUE 

5.  overlapping template matching 0.658448 TRUE 

6.  non overlapping template matching  0.329871 TRUE 
7.  Frequency Monobit  0.272104 TRUE 

8.  Maurer’s universal statistical  0.413554 TRUE 
9.  the longest run of ones in a block  0.699260 TRUE 
10.  Linear complexity  0.365996 TRUE 

11.  Frequency test within a Block  0.799504 TRUE 
12.  Discrete Fourier transform  0.0002236 TRUE 

13.  Cumulative sums 0.329377 TRUE 
14.  binary matrix rank 0.870085 TRUE 
15.  approximate entropy 0.755980 TRUE 

 
Table 5 also includes pairwise comparisons of several keys (K1, K2, K3, K4) and their related correction values. Each 
row represents a comparison of two keys, with the numerical value most likely indicating some degree of correction or 
adjustment required between those keys. For example, the correction value between K1 and K2 is 0.453, but between K2 
and K4 it is 0.167. These values may represent differences, correlations, or modifications required when switching 
between the specified keys in some system or study. 
 
 
 
 
Table 5. test values for comparisons between different keys (K1, K2, K3, K4) 

keys Correction test 

K1vsk2 0.453 

K1vsk3 0.165 

K1vsk4 0.354 

K2vsk3 0.325 

K2vsk4 0.167 

K3vsk4 0.201 

After demonstrating and discussing the system's results, the (NIST) conducted 15 statistical tests on a Blockchain-based 
electronic voting system, which revealed strong randomization qualitie. 
 

5. Conclusion 
The proposed blockchain-based electronic voting system marks a huge step forward in election technology, eliminating 
many of the drawbacks of existing voting techniques. The system ensures voter privacy and security by exploiting 
blockchain's immutability and transparency, as well as cryptographic approaches like as zero-knowledge proofs and the 
RSA algorithm. The use of chaotic systems for key generation adds an additional layer of randomness and unpredictability, 
increasing the system's resilience against assaults. The usefulness of the hybrid chaotic system and modified SHA-3 
algorithm in producing random sequences appropriate for cryptography purposes is demonstrated by test results utilizing 
NIST standards. The zero-knowledge proof implementation had a 99.8% success rate across many users, demonstrating 
remarkable precision in user verification. These findings suggest that voters' privacy can be protected while the system 
authenticates them with accuracy.Even though the suggested method appears to have a lot of potential, more investigation 
is required to resolve any scalability concerns and assess how well it works in actual election situations. To keep the 
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system, secure over time, it will also be essential to continuously evaluate new threats and enhance the underlying 
algorithms. 
To sum up, this blockchain-based electronic voting system provides a safe, open, and effective substitute for conventional 
voting procedures. By improving accessibility, decreasing fraud, and boosting public confidence in election results, these 
methods could bolster democratic processes as digital technologies advance. 
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